
Now more than ever, mobile subscribers, organiza�ons, and individuals 
increasingly rely on the dynamic of being “always-on” and “always-connected,” 
for voice, data, video, and mobile broadband services in 4G and 5G networks. 
With heavy reliance and usage of LTE and IMS, providers need to securely and 
successfully innovate, deploy, and monitor a wide range of products and 
services to meet business objec�ves. For example, as VoLTE becomes a key 
revenue driver, carriers and service providers must be able to both deliver 
and manage high quality, always available voice services while aggressively 
minimizing degrada�ons which may easily be perceived as poor quality of 
service and user experience. As the mobile infrastructure landscape becomes 
a complex matrix of networks, services, devices, applica�ons, and security 
threats, the greatest challenge to providers and carrier class opera�ons is the 
management of end-to-end security, performance, and availability. 

Your customers will not compromise on their demands, and neither should 
you! NIKSUN NetMobility differen�ates from conven�onal market offerings 
by providing both security and performance monitoring for 4G & 5G networks 
on a single appliance. With advanced correlation of user data traffic and control 
traffic, NetMobility can pinpoint performance degrada�ons and security 
threats impac�ng a network segment, a user applica�on, or a subscriber 
handset. Monitoring across numerous network en��es, NetMobility provides 
visibility and insight to propel planning and priori�ze network event responses 
and remedia�ons. By detec�ng and isola�ng cyber security threats, malicious 
traffic and affected user devices, NetMobility significantly reduces Mean Time 
to Resolu�on (MTTR). 

NetMobility allows service providers and carriers to simplify management, 
security, and opera�ons while guaranteeing the best availability and quality 
of applica�ons and services for subscribers. Ul�mately, this enables your 
carrier class network to maximize performance and secure services to effectively 
manage the user experience.

Challenges
Performance: LTE and IMS introduce new models of Quality of Service (QoS) 
and Quality of Experience (QoE) to service providers. This necessitates visibility 
into performance indicators such as load and response �mes for individual 
network components including eNodeB, MME, and SGW as well as tracking 
bandwidth usage by subscriber and applica�on.  

Security: Mobile networks tradi�onally were rela�vely insulated from IP-based 
cyber security threats. However, the convergence of Internet-based application 
and LTE/IMS technologies - which na�vely use IP - puts both providers and 
subscribers at risk to new a�ack vectors. They are now vulnerable to an array 
of threats, such as DoS and DDoS  a�acks, port scanning, malware propaga�on, 
and service the� a�empts.

Features & Benefits
» Easily scalable for carrier-grade networks 

with traffic rates exceeding 100 Gbps

» In-depth 4G & 5G monitoring and 
analysis, suitable for handing massive IoT 
throughput

» Real-�me capture of pre-defined and user 
configurable alarms to replace manual 
troubleshoo�ng with proac�ve discovery

» Rich Execu�ve dashboards and 
comprehensive reports for automated 
and op�mized workflows

» Load and performance monitoring of 
network en��es including eNodeB, MME, 
SGW, P-CSCF, S-CSCF and HSS 

» Analysis of network and service layer KPIs, 
such as authen�ca�on latency, call setup 
delay, top talkers, failed sessions, etc.

» Advanced correla�on-enabling VoLTE 
analy�cs 

» Drill-down capabili�es – from high-level 
KPIs to sessions and packet-level details – 
enabling rapid performance and security 
troubleshoo�ng

» Deep protocol analysis for Diameter, GTP, 
and more 

Smarter performance and security monitoring for 4G & 5G networks
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NIKSUN’s Holis�c Solu�ons
Designed for prac�cality, NIKSUN’s solu�ons ensure you never have to choose 
between security and performance. From a single, unified console, simply 
select from pre-defined or customized dashboards, alarms, and reports to 
hone in on the data that is important to you. Unified intelligence enables 
greater operator visibility into LTE and IMS infrastructure for �ghtly integrated 
performance and security monitoring. 

NetMobility’s centralized management allows you to generate, collaborate, 
analyze, and deliver reports for various organiza�onal needs. As a collabora�ve 
pla�orm, NIKSUN NetMobility accelerates diagnosis of complex pa�erns and 
triaging of threats on both user and control planes, to correctly iden�fy bad 
actors or network thro�le points. NetMobility’s flexible and customizable 
aler�ng intelligence delivers real-�me detec�on and no�fica�on to enable 
effec�ve inves�ga�on and remedia�on of these security threats and a�acks. 

Scaling to traffic rates beyond 100 Gbps on a single pla�orm, NetMobility is 
ideal for non-intrusive monitoring in carrier-class opera�ons. NIKSUN 
NetMobility delivers comprehensive security and performance monitoring to 
meet the challenges of modern carrier-grade deployment scenarios. It is 
always ready with subscriber, applica�on, and network intelligence for smarter 
monitoring of your next-genera�on networks. 

The resultant outcome is an overall insight into service providers’ objec�ves 
while simultaneously sa�sfying growing customer expecta�ons. NetMobility 
gives Network Opera�ons Center (NOC) analysts awareness of subscribers’ 
QoE to preemp�vely iden�fy “hot spots” in the network. Based on applica�on 
demands, the operator can plan for changing trends in their networks or 
quickly drill-down to iden�fy the cause of poten�al issues. NetMobility can 
assess and correlate “Cause Codes” that are returned by the network to relate 
caller experience with network events – gran�ng visibility and true insight 
into signaling and applica�on data.

NetMobility is offered in the following package op�ons:

Technical Informa�on
Monitoring Support - VoLTE & data traffic, 
EPC & IMS, S1-U, SGi, S1-MME, S11, S5, S8, 
S6a, s6b, Gx, Gm, Mw, Cx, Rf, SIP, RTP and 
more. CDMA2000: A10, A11, A12, RADIUS, 
and more

Standards Compa�bility - All major 
standards including 3GPP 3GPP2, IETF and 
ETSI

Integra�on - Authen�ca�on - TACACS+, 
RADIUS, LDAP and Ac�ve Directory. All 
NIKSUN products integrate with NIKSUN 
NetOmni™ Full Suite for enterprise-wide 
data aggrega�on, repor�ng and visualiza�on

Package Availability - NetMobility is 
available as an op�onal package on NIKSUN 
NetVCR® and NetDetector® products

Interested in learning more?

For more informa�on, please visit us online at 
niksun.com
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Features NetMobility-
EPC

NetMobility-
IMS

NetMobility-
IMS and EPC 

Diameter- AAA, Billing, 
Accoun�ng 

• • •

GTPv2c  - Tunneling 
Control Messages

• •

GTP-U – Extract and An-
alyze Tunneled data

• • •

SIP VoIP Signaling • •
RTP VoIP Media 
QoS       

•


